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AGENDA

Vulnérabilites
Mesures a'‘prendre



https://owasp.org
https://www.cases.lu
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https://owasp.org/
https://www.cases.lu/
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Injection SQL

Welcome to Twitter. "
Find out what's happéening, right now, with the people
and organizations you.care about.

Sign up for Twitter
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Quel est l'utilisateur qui a pour
identifiant “utilisateur’ et pour mot
de passe ‘mot de passe’?
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Quel est 'utilisateur qui a pour
identifiant ‘PDupont” et pour mot
de passe ‘Secret’?
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Quel est 'utilisateur qui a pour
identifiant ’ et pour mot
de passe ‘ P
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Démonstration
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Quelle est la liste de tous les articles
qui contiennent ‘recherche’?
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Quelle est la liste de tous les articles
qui contiennent °
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Démonstration



Sécurité des mots de passe

Password Popularity - Top 20

oo | roer

123456 290731 Micole 17168

12345 79078 12 Daniel 16409
123456789 76790 13 babygir 16094
Password 61958 14 monkey 15294
iloveyou 51622 15 Jessica 15162
princess 35231 16 Lovely 14950
rockyou 22588 17 michael 14898

1234567 21726 18 Ashley 14329
2345678 20553 19 654321 13084
abcl23 17542 20 Qwerty 13836
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Hashage
Transformation cryptographique
irréversible
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super-secret

0682f007844a0266990d11b2912f95bc

€ i



Méthodes de hashage de mots de
passe

berypt, scrypt
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Une pincée de sel
Sel aléatoire en base de donneés

Sel fixe et secret dans la fichier
configuration

€ i



-'l Grnail: Email from Google

= C' A hitps//www.google.com/acco

Cl"l ” Welcome to Gmail
Coogle

A Google approach to email.

Gmail is built on the idea that email can be more intuitive, efficient. and useful. And maybe even fun. After all, Gmail has: L
Sign in with your

Less spam Google Account
Keep unwanted messages out of your inbox with Google's innovative technology. b

Username:

Mobile access & The page at httpsy//www.google.com says: e
@ Read Gmail on your mobile phone by pointing

Password:

Lots of space Stay signed in
Over 7511.576386 megabytes (and counting) d | sign in |

Can't access your account?

Latest News from the Gmail Blog [l

Help keep your account safe with the Gmail security checklist

October is Mational Cyber Security Awareness month and a good time for a reminder about why hijackers do what ... Mew to Gmail? It's free and easy.
Mare posts »

Create an account »

About Gmail New features!

©2010 Google - Gmail for Organizations - Gmail Blog - Terms & Privacy - Help
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Démonstration
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Mesures de protection




Techniques de programmation
saines

 education adéquate des développeurs
* validation des entrées/sorties
 échappement des entrées/sorties
* parameétrages corrects
 standard de programmation
* revue de code



Maintenance du serveur

* mises ajour
e configuration correcte
 ‘hardening’ du serveur



CMS, projet opensource, projets
tiers:
* mises a jour
e attention aux développements sauvages
 ne pasinstaller n'importe quel ajout



Contremesures

* firewalls applicatifs
* fosse de goudron
* protection contre le déni de
service



HI, THIS 15

YOUR SON'S SCHOOL.
WE'RE HAVING SOME
COMPUTER TROUBLE.

OH, DEAR — DID HE
BREAK SOMETHING?

IN A WAY =

DID YOU REALLY
NAME YOLR SON
Robert'); DROP
TRABLE Gtudents; -~ 7

!
~ OH,YES LTTE

BOBBY TABLES,
WE CALL HIM.

WELL, WE'VE LOST THIS
YEARS STUDENT RECORDS.
I HOPE YPURE HAPPY.
# AND I H(PE
~~ YOUVE LEARNED
TO SANMIZE YOUR
DATABASE INPUTS,
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