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A steep road to data protection 

compliance…
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Gap analysis…
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1. Combine general governance / individual processing
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Horizontal 
governance

• General organisation: was generally lacking  → accountability!

• Security measures: synergies with general information security!

• Processor relations: often horizontal aspects (but not always)

Intermediary  
split into 
business 
divisions

• Sales

• HR

• Procurement,

• Corporate…

Individual 
processing 
activities

Top down approach:

without a sound general 

organisation, compliance 

downstream cannot be 

assured

IT needs to assist the whole 

top down process 

• Existing

+

• Future



Art. 30 GDPR imposes the keeping of a record with all processing activities: use it 

when collecting the data at an individual processing level:
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Name and contact details 

of the controller / DPO

Purposes of the 

processing

Description of the categories 

of data subjects

Description of the categories 

of personal data

Categories of recipients
Data transfers

Limits for erasure

Technical and organisational 

security measures

 This ensures accurate records and will avoid double work even if a regular review will be necessary 

+ Lawful basis ?

2. Use the obligatory record as a basis for the gap analysis 

data mapping

 This excludes the IT approach to map data (but an IT based mapping is needed for reconciliation) 
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Professional data – HR:

• CV / work experience

• Education level / 

diploma

• Salary

• Leave (holidays / 

sickness)

• Assessment

• Pictures events / internal 

who is who 

• Monitoring IT

• Criminal convictions

Sales - CRM:

• Identification data 

• Payment data (bank 

account)

• Personal preferences

• On-line access 

credentials

• Tracking data for 

marketing purposes

Procurement:

• Professional e-mail 

addresses (invoicing, 

general exchanges, 

business card data…)

• Meeting 

reports/minutes

Corporate data:

• Personal data of the 

management 

• Board minutes 

3. Include all relevant categories of personal data

• Not always an easy task as the definition of “personal data” is – sometimes surprisingly – large!  

• Problem: it does not necessarily concern documents in their entirety 

Green: data in principle included

Orange: data sometimes included

Red: data generally forgotten
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4. Qualify correctly controller / processor (1)

Determines processing
purposes and means

- Based on facts

- Defined by law

- Implicit competence

Bears full compliance 
burden

Controller
Processes personal 
data on behalf of the 
controller

- Documented instructions

Limited direct 
regulatory and civil
liability…
(even when increased obligations
under the contract with the controller)

Processor

Compulsory

contract
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4. Qualify controller / processor (2)

Trends

Parties think that they can contractually define the right qualification

Depends on the reality – authority / judge have the last word

The other party thinks that it is better to take on the role of controller

Often they contribute in the same processing and are joint controllers (and not individual 

successive controllers): a joint controllership agreement is needed

Often problem that it is difficult for that other party to assure directly compliance towards 

the data subject 

The other party thinks that it is better to take on the role of processor

If not reflecting the actual situation, risk of requalification a posteriori + in case of 

processing beyond the controller's instructions, liability!
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Legitimate interest

• Requires a balancing test which is 
(nearly) never carried out although 
the CNPD may (and lately does) 
require proof concerning such test

Consent

• Too often relied upon (e.g. direct 
marketing but > ePrivacy regulation)

• Sometimes “back-up basis” not a 
solution – authorities do not like 
multiple bases or switching between 
legal bases!

• Risk of withdrawal

• Risk of invalidity (if not freely given)

Legal obligation

• No sufficient knowledge about 
existing legal obligations

• Subtle but difficult difference 
between legal “obligation” and legal 
“permission” (→ legitimate interest)

5. Choose the correct lawful basis

It is key to take into account other applicable legislations 
(retention obligations, employment law, image rights, e-privacy…)



Gap remediation…

Remediation

Internal 
process

CertificationDocumentation
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Privacy notice

Data processing agreement

Synchronisation with 

gap analysis results

DPIA

Data 

breaches

Data subjects’ 

requests

http://www.google.lu/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwixwryIi4jeAhVO_KQKHZ0yBy4QjRx6BAgBEAU&url=http://inpathybulletin.com/making-the-most-of-mistakes/&psig=AOvVaw31RcAXK6qzo7pMJDg8fv7i&ust=1539680516287879
http://www.google.lu/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwixwryIi4jeAhVO_KQKHZ0yBy4QjRx6BAgBEAU&url=http://inpathybulletin.com/making-the-most-of-mistakes/&psig=AOvVaw31RcAXK6qzo7pMJDg8fv7i&ust=1539680516287879


6. Synchronise between gap analysis results and 

remediation documentation 
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Privacy notice

Consent

Contracts (DPAs, joint 

controllership…)

BCRs / SCCRecord DPIA
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6. Synchronise between gap analysis results and 

remediation documentation 

Source:

https://www.klm.com/travel/gb_en/customer_support/privacy_policy/privacy_policy.htm



Organisations have to amend numerous data processing arrangements and for this 

particular piece of compliance they need to be in agreement with another party 
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Risks:
 Mismatch with existing clauses in 

the main agreement (liability, audit, 

subcontracting, contract change…)

 Higher risk that the processing 

details are not complete

7. Data processing agreements

Uniform non-
customised 

data protection 
addenda

Counterparty's 
implicit 
consent

Insufficient 
detailing on the 

processing, 
instructions 

and/or 
obligations

Risks:
 Risk of requalification

 Risk of non-compliance core 

provisions GDPR 

 No clear view on which party 

bears extra costs (assistance, data 

subject requests…)

Risks:
 Non-enforceability

 Completing processing details 

needs a discussion

 Subcontracting: 

(general/specific) authorisation

 Risk of requalification 

 For more important contracts a more customised approach may be necessary 
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Pre-
established
procedure

• First single point of contact

• Clear predefined policy of the organisation on what rights can
be exercised in what situation and which data are concerned

• Management of technical aspects (how to organise this
technically?)

After
receipt of 
request

• Acknowledgement of receipt

• Verification identity data subject

• Verification whether request is founded

• Handle according to predefined policy

Reply

8. Prepare well the handling of data subjects requests

• Respond within one month after 
receipt of the request (extension 
permissible on certain conditions)
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9. Certification is useful in some circumstances

… but not in all 

Several companies ask their business partners to provide a certification 

(often not having one themselves) BUT

Certification market is not 

mature No accredited certification 

organisation in Luxembourg yet

No conclusive proof for 

compliance

No reduced responsibility of 

the controller or the 

processor 

(Art. 42 (4) GDPR)

BUT : CNPD 1st working draft 

GDPR-CARPA certification 

mechanism/criteria (1/10/2018)

Certification is not just the 

end, it requests a 

continuous effort
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10. Prepare for data breaches  

• Clear predefined policy with the course of action to be taken internally

• Draft a risk charter setting forth certain categories of threats requiring a particular course 

of action, in particular a criminal complaint or a breach notification, including criteria under 

the different applicable legislations as well:

• GDPR

• NIS Directive (and Lux law)

• Sector regulation (telecom, finance)

• Ready made templates of notifications and communications to be done in case of a breach
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Many GDPR compliance exercises have been done in 

a rush mode or are not finished… 

… so we all know not everything is perfect…

… and this can be dealt with in a GDPR review 2.0!
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A brief presentation of our firm

NautaDutilh

The Netherlands

Beethovenstraat 400

1082 PR Amsterdam

T +31 20 717 10 00

F +31 20 717 11 11

Weena 800

3014 DA Rotterdam

T +31 10 224 00 00

F +31 10 414 84 44

Belgium

Chaussée de la Hulpe 120

B-1000 Brussels

T +32 2 566 80 00

F +32 2 566 80 01

Luxembourg

2, rue Jean Bertholet

L-1233 Luxembourg

T +352 26 12 291

F +352 26 68 43 31

United Kingdom

(rep. office)

2 Copthall Avenue

London EC2R 7DA

T +44 20 7786 9100

F +44 20 7588 6888

United States of America

(rep. office)

One Rockefeller Plaza

NY 10020 New York

T +1 212 218 2990

F +1 212 218 2999

Office locationsFirm profile

Number of partners, associates and other legal staff.

• An international law firm practising Dutch, Belgian, 

Luxembourg and Dutch Caribbean law,

founded in 1724.

• One of the largest law firms in the Benelux region:

o 388 lawyers including 72 partners,

including 14 female partners.

o 10 of our lawyers are also university professors.

• Spread across 6 offices and 5 country desks: 

Offices in Amsterdam, Brussels, London, 

Luxembourg, New York and Rotterdam.

• Our country desks focus on: 

Germany, France, India, China and Japan.

We also monitor growth markets such as Brazil, 

Mexico, Indonesia, South Korea and Turkey.

• An independent firm with non-exclusive relations 

with the top law firms in more than 80 countries.
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